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Privacy in Healthcare in the United States
[bookmark: _Toc496557538]Introduction
	Information privacy in the healthcare sector in the United States is an aspect of increasingly great significance. The advancement and adoption of technology have resulted in the implementation of increased regulations, digital patient records, provider consolidation, and increased need for information sharing between care providers, patients, and payers. All these moves aim at enhancing the information security of patients in the sector. This paper seeks to examine healthcare information systems and players to offer a holistic view of privacy in the healthcare sector in the United States as well as provide suggestions for new areas of focus for the industry regarding confidentiality. 
	Healthcare information systems form a critical pillar of privacy in healthcare and remain as the single most crucial element in reducing costs and improving healthcare quality. Notably, information technology spending falls behind many other sectors in various industries. Bartels (2006) observed that the healthcare sector uses 5 percent of revenue on information technology compared to other sectors such as the financial sector that spend nearly 10 percent on the same. Recent studies have established evidence that suggests lack of sufficient security measures in systems used by the healthcare sector. 
	Consequently, the sector has recorded many data breaches, exposing patients to social stigma, mental anguish, and economic threats. A study by Raman (2007) indicated that 75 percent of patients in the United States is uncertain about the privacy of their information and worry that it is likely to be shared without their consent. The concerns could be contributed to disclosure of medical information that is the second highest breach of privacy in the healthcare sector. 
	In spite of the growing focus on information security in research, little attention has been paid to examining the information security risks in the healthcare sector that are extensively regulated and requires business models that are unique from other sectors. 
[bookmark: _Toc496557539]Background Information 
	Privacy forms the fundamental principle of the patient-physician relationship to ensure effective delivery of healthcare services. Patients have the responsibility for sharing crucial information with the physician to enable accurate diagnosis as well as the determination of treatment. This information also helps prevent harmful drug interactions. Nonetheless, patients may fail to provide the crucial information in instances of health problems such as HIV/AIDS or psychiatric behavior if they feel that the disclosure could result in discrimination and social stigma.  Over a period, the medical records of a patient accumulate significant personal information such as medical history, employment history, and history of medical diagnosis, dietary habits, income, sexual preferences, identification, genetic information, digital medical images, psychological profiles, mental assessments, and personality profile among others. 
	Patient health information faces many risks of exposure as it flows from one department to another for a range of purposes including diagnosis and treatment. These objectives include the use of the information to drive public policy administration and development both at the state and federal levels, in researching with the aim of improving medical science, and improve efficiency in the healthcare center. The medical records of a patient could also be shared with payer organizations such as Medicaid, Medicare, and insurance firms to validate reimbursement of services offered to a patient. Moreover, healthcare institutions could use patient records to identify opportunities to improve quality of services, assess quality, and manage operations. Patients’ medical records may also be used by the state or federal governments to develop interventions in medical research, public health management, management of social and welfare systems, and hospital accreditation. 
[bookmark: _Toc496557540]Healthcare Privacy Regulations
	Over the last five decades, the healthcare sector in the United States has seen revolutionary changes as a result of legislation and advancement of technology. As patient medical records are digitized, stored, managed and transmitted electronically for efficient healthcare service delivery, new forms of threats to patient’s privacy emerge. Regarding these emerging risks, together with the primary objective of offering cost-effective healthcare services, some vital federal regulations have been enacted such as State Alliance for eHealth (2007) and Privacy and Security Rules under HIPAA (1996).  
	The privacy and security rules were enacted with the aim of reforming the insurance practices by standardizing information transactions and transferring to a nationwide electronic health records system. The primary objective was to reduce the costs through simple administrative processes that offer continuity of healthcare services. The aspect of technology involved in managing the health records and the need to share the information with third parties resulted in the development of legal provisions of privacy compliance and security safeguards under the HIPAA Act. The regulations in the privacy act focus on the use and disclosure of a patients personal health information by medical providers and healthcare plan providers. The health plan providers such insurance firms are the primary entities that capture a patient’s health information for a variety of uses including payments, treatment, healthcare operations management, and subcontracting. The rules require these entities to implement administrative safeguards in the form of information infrastructure, personnel and policies, as well as intra- and inter-organizational access of the information. 
	Different states, thirty-four in particular, have also enacted laws related to health information technology and privacy regulation since 2007. These legislations focus on improving the privacy protection levels by providing incentives to establish effective health information technology and privacy systems, increase private organizations’ involvement in patient privacy protection and ensuring equity in quality healthcare service delivery. 
[bookmark: _Toc496557541]Threats to Information Privacy 
	The major threats the privacy and security of patient information can be broadly classified into two categories. They include; 
i. Organizational Threats: This type of threats emanate from the unauthorized or inappropriate access to patient information by either external agents who exploit the susceptibility of healthcare information systems or internal agents who abuse their privileges. 
ii.  Systemic Threats: This type of threats emanate from agents operating in the information flow process who decide to exploit the disclosed information beyond the intended use. 
[bookmark: _Toc496557542]Organizational Threats 
	Organization threats to privacy in the healthcare sector emerge in various forms. For instance, a foreign agent may infiltrate a healthcare information system to render it inoperable of steal data from it. Employees who have the right to access the data may retrieve it without any valid need. 
	The above organizational threats can be broken down into four critical components namely; technical capability, ease of access, resources, and motives. Various threats may present different levels of risks depending on these components above. Given the levels of risks based on each element, each threat requires unique prevention and mitigation strategies. 
	The motive of acquiring patient data inappropriately or abuse of allowed access could be economic or noneconomic. For instance, agents such as employers and insurers could have financial interests in patient records. On the other hand, a healthcare organization employee could abuse the access to personal information to initiate a romantic relationship which has no economic value. These agents could possess modest computing skills, well-structured infrastructure, or massive financial capacity to threaten the patients or organizations involved. To retrieve the information from the healthcare systems, these agents ought to have certain levels of access such as data authorization, system authorization, or access to the site. 
	Moreover, threats could originate from external agents who attack the breach the information security systems having technical capabilities of sophisticated programming. Besides, in light of the ever-growing cyber economy, interested parties with adequate financial resources could procure the services of sophisticated hackers to infiltrate the healthcare information systems.  
	Organizational threats have a broad spectrum but can be classified into five classes based on their level of sophistication. 
i. Unintentional disclosure: Employees in a healthcare organization could unintentionally disclose patient information to unauthorized parties. For instance, a communication agent in a healthcare organization could send an email message to a wrong address and land on the wrong hands. 
ii. Personnel curiosity: an employee with the privilege to access patient data can decide to examine records for personal interests as a result of curiosity. For instance, a nurse could analyze patient data to establish if a fellow employee has the possibility of a sexually transmitted disease. An employee could also be curious to access information on a potentially embarrassing health condition of a celebrity for personal interests. 
iii. Insider data breach: healthcare organization employees who have access to patient medical records could share information with external agents to gain financially or embarrass a patient. 
iv. Outsider data breach: an external agent could access the physical infrastructure of the information systems either by forced entry or coercion and retrieves patient’s medical records. 
v. External system intrusion: a foreign agent such as hackers or former employees gain access to the information system and retrieve patient information or interfere with the operability of the system. 
[bookmark: _Toc496557543]Systemic Threats
	The major threats to patient privacy emanate not from external agents but rather from internal agents who are legally authorized to access patient medical records within the information flow chain in the sector. For instance, insurance companies could use a client’s life insurance policy given their medical conditions or employers could terminate a worker’s contract or deny the employees promotions after having access to their medical records. On the other hand, malpractices such as up-coding of diagnosis could result in patients incurring financial losses. 
	In general, patient information systems in the healthcare sector are prone to security threats emanating from external sources such as unauthorized alteration of resources, illegal use of resources, and unauthorized disclosure of information, imposter agents, or unofficial denial of services. System attacks through viruses and worms, lack of contingency plans to offsite backup, malfunctions as a result of corrupt data or file deletion could also culminate into violation of legal regulations.
[bookmark: _Toc496557544]Privacy Concerns among Patients
	Different researchers have investigated the status of patient information security from the perspectives of various categories of patients including adolescents, HIV/AIDs patients, mental health patients and those suffering from terminal diseases such as chronic cancer. In a healthcare confidentiality survey, Sankar et al. (2003) made comprehensive inferences. First, patients vigorously argued that their medical information should be exclusively accessed by individuals involved in providing their care services. Besides, patients approve the sharing of their medical information among physicians even though HIV/AIDs were unique as they were less likely to approve such sharing practices. However, patients disapproved the notion of sharing medical information with third parties such as family members or employers. Finally, most patients preferred their families bearing the responsibility of making critical decisions in case they are incapacitated to do so. 
	The extensive study carried out by Sankar et al. (2003) primarily focused on the use of potentially identifiable or identifiable information to other relevant parties such as families, employers, and any other third parties. Nonetheless, little has been done to assess the perception of patients about the sharing of their anonymized medical records. This is except two recent studies carried out by Campbell et al. (2007) and Bansal, et al. (2007). On the one hand, Bansal et al. (2007) used the prospect and utility theories to develop a set of constructs to examine the antecedents of forming trust as well as privacy concerns that affect the patient’s willingness to disclose their health information to healthcare providers. Precisely, the study reviewed how a patient’s prior experience with healthcare providers, culture, personal traits, and current health status contribute to their trust and level of privacy concerns with healthcare institutions. 
	On the other hand, Campbell et al (2007) carried out an online survey that established about 28 percent of are neutral to their medical records. They include personal habits impacting health, gender, age, medical history, treatment side effects, and reasons for treatment being disclosed to other parties other than the physician attending them. To the contrary, about 5 percent of patients expected their physicians to seek their permission to disclose their medical information before using it for other purposes. Also, about 10 percent of patients expected their physicians to ask their approval before using their health information for other uses such as sharing how the treatment worked with other physicians, using data to advance future treatments, writing research or training medical students. 
	Angst et al. (2006) studied the perception of patients with various forms of health information record systems. They included paper-based records, personal computer-based records, and memory devices, networked and portal based records, in order of increasing technological advancement.  The results showed that the relative perception of security and privacy concerns of their health information increased with increase in the level of technology. For instance, patients were twice as concerned with the security and privacy of their data using portal based records than paper-based records. Only highly educated patients favored technology based records but this formed an insignificant proportion of the sampled group. 
[bookmark: _Toc496557545]Healthcare Providers Regulatory Compliance 
	Compliance with HIPAA regulations plays a central role in maintaining healthcare privacy and information security. Warkentin et al. (2006) examined the compliance behavior among medical and administrative workers in private and public healthcare organizations. The study established that healthcare professionals working in public institutions showed higher self-efficacy and belief to safeguard privacy compared to those in private healthcare organizations. Moreover, administrative workforce showed higher levels of confidence than medical staff in both private and public health institutions. Notably, the behavioral intent of both the administrative and medical staff showed a positive correlation with perceived organizational support. Baumer et al. (2000) with sufficient corporate support healthcare workforce that has access to patient medical records are highly focused on eliminating unauthorized access and ensuring the data is not used for unintended purposes without the consent of the patient. 
	Patients’ health information contributes significantly to medical research that aims at improving the quality of healthcare in the future. Nonetheless, disclosing medical records to those researching various medical fields is a significant source of concerns over privacy violations. To regulate such disclosures, the government has put in place regulations such as HIPAA that permit health care facilities to reveal protected information but only with the consent of the patient or with the approval of other regulatory bodies. 
	However, these regulations could act as a significant deterrence to research and could be potentially counter-productive. Ness (2007) observed found out that about 68 percent of medical researchers felt that HIPAA regulations made it highly difficult to carry out medical research. Besides, about 39 percent of researchers perceived HIPAA as a factor that increased medical research costs significantly mainly due to numerous compliance requirements. More importantly, the compliance requirements resulted in inadvertent delays that not only increased costs but also acted as a demotivating factor in research. 
	Shen et al. (2006) argues that the privacy protection and consent forms are complicated, cost amplifying, and time-consuming which discourage patient participation. The study recommended the use of simple language in consent and privacy protection forms to enable patients easily understand the content and hence increase participation. Increased participation will not only encourage further medical research but result in improved quality of healthcare. 
	Another adverse aspect of the privacy regulations is that they have a negative impact on the ulterior objective of providing high-quality healthcare services at low costs.  Miller and Tucker (2007) argue that enforcement of privacy laws discourage adoption of Electronic Medical Record system (EMR). The study established that healthcare facilities in states with privacy laws were 33 percent less likely to adopt EMR systems that are compatible with neighboring health facilities. On the other hand, states without the privacy laws have a 6 percent higher likelihood of adopting EMR systems that are compatible with their nearby health facilities. Notably, this could act a hindrance to efforts of establishing an interoperable national health network.
 	Hu et al. (2006) contend that the ability of an organization’s ability to control information access has a significant effect on users’ capacity to perform their roles, system downtimes, and administrative costs. Enterprise resource planning (ERP) system is one of the major business applications that make the business process of healthcare organizations more efficient. Notably, most ERP systems need to be customized to comply with HIPAA provisions. Pumphrey et al. (2007) suggest that healthcare providers ought to develop and adopt comprehensive policies for information security and privacy and ensure they are integrated into their technology infrastructure. 
[bookmark: _Toc496557546]Information Access Control 
In the modern healthcare organizations network, patient information systems are widely networked with a multitude of users having authorized access to medical records for various reasons both within and beyond organizational confines. Role Based Access Control (RBAC) is a useful tool developed to manage access to resources an extensive computer network, particularly in the healthcare management systems. It facilitates the organization’s capacity to handle a wide range of access control policies on complex role hierarchies. Li and Tripunitara (2006) primarily focus on developing algorithms and frameworks to enable role-based information access and contextual access control. Schwartmann (2004) further proposes the development and adoption of RBAC system that incorporates permissions and attributable role. 
	This improved system execution is expected to reduce the burden of regulating access by lowering extremely high number of roles and permissions to a controllable size and subsequently lower the administrative costs. Al-Nayadi and Abawajy (2007) further observed that there is significant progress in developing autonomous agents to create aware privacy applications, authorization policy framework, and encrypted bar-code technology framework for electronic prescription transfer in the healthcare sector. Also, there is a growing adoption of electronic consent models where a patient can define the components of their medical records that can be shared and to who it can be disclosed as well as pseudonymous linkage (Nepal et al., 2006). 
	In spite of the efforts and the significant progress made in establishing solutions to information access control, implementation remains a key challenge. Healthcare facilities typically give broader access privileges. They also embrace ‘Break the Glass’ policy to promote efficient and timely care delivery. For instance, Rostad and Edsburg (2006) found that 99 percent of physicians had principal access privileges to patient records while only 52 percent required principal rights. Another typical drawback of the BTG approach is that the broad-based privileges are prone to misuse by the staff. 
	To address these challenges, Goodwin and Prather (2002) recommended a privacy management architecture (PRIMA) model which uses artifacts including audit logs that are recorded during medical workflow to deduce and develop new privacy protection regulations. Specifically, the authors propose a refined policy that periodically assesses the access logs to identify new policy regulations by employing sophisticated data mining methods. The audit logs could equally be used to establish privacy violation instances by medical staff which is normally a complex process. However, such data mining process may raise potential disclosure of medical information to third-party investigators against the consent of the patient. In this regard, Malin and Arioldi (2007) proposed the adoption of the Confidential Audits of Medical Record Access (CAMRA) protocol that ensures the privacy and security of medical data by ensuring the identity of the patient and sensitive information is not disclosed in such linking of data for comprehensive auditing. 
	In general, there has been significant research aimed at developing information access control by managing data access privileges in healthcare facilities to enhance privacy and information security. Nevertheless, Ferreira et al. (2006) argue that control of information access privileges as a technical solution does not solve every challenge. He adds that there is need to improve organizational culture, structure, and work processes to guarantee adequate information security to patients. For instances, the effectiveness of information security for those professionals with overriding access will primarily rely on their ethical standards and how they interact with the systems. Therefore, besides reefing access rights and privileges, health care organizations ought to develop and adopt the necessary moral standards and organizational culture. 
[bookmark: _Toc496557547]Information Security and Data Interoperability 
	Currently, different healthcare organizations use healthcare information systems that store information in various proprietary formats. The diversity of the data formats used by the various agencies provide a severe hurdle that blocks the potential of sharing patient medical records with other healthcare providers. It also becomes a challenge to research while comparing data provided by different healthcare organizations. Walker et al. (2005) argued that investment in the adoption of EMR interoperability and improving healthcare information exchange has the potential of saving the health sector $77 billion annually. Notably, continued implementation of current EMR technologies could enhance the process; it makes little improvement to interoperability of the systems. However, information security and privacy remain critical issues in addressing interoperability. 
	In the recent past, there have been nationwide initiatives aimed at addressing information security and privacy led by agencies including the Office of the National Coordinator for Health Information Technology and AHRQ. Thirty-three states have adopted plans to implement security policy and privacy solutions which allow the seamless electronic exchange of health information. The state plans appreciate the necessity for the development of universal patient consent forms which incorporate common information disclosure conditions and specially protected data. Moreover, they recognize the need for developing standardized methods of user authentication and authorization, an audit of patient data access and modification, user access, security of patient data at rest and during transmission and uniform identification of patients. 
	The adoption of fully functional interoperable healthcare information systems is a significant challenge. Catley et al. (2004) suggest the prototype service-oriented architecture model facilitate medical decision support, health clinic setting, and joint medical image analysis. The systems ought to be interoperable to allow regional health organizations create a national or global health network. Solomon (2007) studied three emerging systems including Santa Barbara County Care Data Exchange, the Massachusetts Health Data Consortium, and the Indian Health Information Exchange. The case studies revealed that the critical factors management of systems, adaption, and innovation and diffusion. He also pointed out that security of patient information and privacy are the major obstacles that discourage the adoption of clinical information technologies. These challenges are set to remain in the near future since technology solutions that aim at improving data interoperability stay at the development or experimental stage.  
[bookmark: _Toc496557548]Privacy on Mobile and Web-Based Healthcare 
	The emergence of the web-based services has changed the business model for consumer-oriented healthcare service. The healthcare department is also experiencing a tectonic move in fulfillment of health services through internet and mobile technologies such as remote health control, online consultation, e-prescription, clinical trials, access of information by the patient, and asset tracking among others. Recent advances in web technology have allowed new methods of managing patient information such as “Banking on Health ‘or “Health Bank”. The notion of health bank first covered in Ramsaroop and Ball (2000), is a process for keeping the exchange of patient health records formed after personal banking system where consumers can deposit and withdraw information. The latest launches of Google’s ‘Good health’ and Microsoft’s ‘HealthVault’ are critical examples of such health banking strategies. Nonetheless, mobile and internet-based services present a whole range of information security risks that compound the problem of healthcare privacy. If malicious intruders have access personally identifiable information can expose the patients to economic loss, social discrimination, and other adverse vulnerabilities. 
	Raman (2007) and Hung (2005) are some of the researchers who have focused on the establishment of strategies to address privacy concerns related to mobile technology and internet-based healthcare applications. One of the methods is the development and adoption of privacy-preserving trust negotiation protocol for mobile related healthcare systems which enhance trust between user devices as they comply with pre-set disclosure and access control policies. Patient’s mobile devices, for instance, can be tracked and eventually expose the patient’s location. Therefore, to safeguard the confidentially and integrity of patient medical information, downloading patient’s data ought to be restrained by ownership information or location. Advances ought to be made to integrate device ownership or location constraints to reinforce the privacy control policies. 
	With the increasing growth of e-health networks and organizations that offer web and mobile-based services, the future success of e-health will mostly rely on how efficiently patients can access and retrieve health-related information in a secure way.  As a result, Peyton et al. (2007) argue that consumer-oriented enterprises and leading technology firms have established platforms to promote information security and privacy in e-commerce using the federated identity management principle. This upcoming approach encourages the establishment of a ‘circle of trust’ among enterprises including insurance firms, laboratories, pharmacies, and hospitals. The cooperation allows the businesses to deliver web and mobile-based services efficiently. 
	Using this plan, a designated identity provider offers pseudonymous identity to patients and conceals identifiable information during transactions with the various enterprises. Also, data audit is conducted by an independent service provider for the member organizations with strict conformity to privacy regulations.  This enables regulatory agencies to investigate claims of privacy breaches or noncompliance with privacy regulations. Also, individual patients can verify the use of their personal information and challenge any inaccuracies. 
[bookmark: _Toc496557549]Privacy of Authorized Data Disclosure 
	Sharing of information within and across organizational boundaries in the healthcare sector plays a central role in supporting the interest of various stakeholders and agencies involved in care delivery. Nonetheless, the sharing of patient information could include sensitive data and personally identifiable information which can easily violate privacy regulations and result in adverse socioeconomic consequences in the long run. 
	However, if such information is concealed and classified as sensitive or identifying data, it could adversely affect the type of epidemiological research inferences. The growth in technology has resulted in the consolidation of medical information records from various institutions into a single research database. The database assists in the improvement of clinical methods, public healthcare delivery as well as health services as well. 
[bookmark: _GoBack]	A wide range of research focused on statistical data disclosure control have recommended various approaches of masking frameworks aimed at minimizing disclosure risks of patient data. These structures include global and recoding, data perturbation, micro-aggregation, data encryption and data swapping as well as exclusion of data identifiers (Domingo-Ferrer et al. 2006; Chao et al. 2005; Muralidhar & Sarathy 2005). However, researchers argue that it is not logical to entirely delink a patient’s identity from their health data. They contend that this results in increased costs of data management, reduced research validity controls, and potential frauds of anonymized information. Also, the discovery of irregularities or errors in delivery healthcare care services would require identification for additional corrective care. 
	Susilo and Win (2007), on the other hand, propose the use of SQL searching methods to guarantee patients privacy when disclosing medical data to secondary parties such as researchers. Malin (2007) also recommended the use a system that offers protection of data from an intruder who tried to match up publicly available information to location trails to re-identify the anonymized data.  Reidl et al. (2007) further propose the implementation of the innovative architecture that creates a secure pseudonymous linkage between a patient and their medical records. This ensures that only approved individuals are authorized to access data such as relatives, researchers, and healthcare providers can access it. 
[bookmark: _Toc496557550]Information Integrity in Healthcare and its Effects 
	Although patient’s information security is typically understood as ‘data breach,' one of the critical perspectives of information security and privacy is safeguarding data integrity besides control of availability and confidentiality. Design features, such as alert features, of patient information systems in the healthcare sector can be a significant internal menace to information security. For example, numerous alerts could result in ‘alert fatigue’ that could compromise the attention of physicians and risk patient safety and privacy. 
	Besides, the extensive growth of Information Technology in the healthcare sector has resulted in large data repositories making medical decisions made based on it subject to concerns of reliability and quality. Despite the national campaign to implement uniform data quality management mechanisms, about 40 percent of healthcare organizations have not enforced sufficient, timely policies to correct data errors.  
Data management policies could result in potential medical risks if implemented without extensive knowledge and attention to information systems and workplace practices. According to Walsh, et al. (2006) the risks include data errors emerging from disconnects and fragmented data as well as failure emanating from the human-machine interaction. Most of the risks involved arise from poor policy features or lack of integration of information systems with other systems such as inventory control systems. These findings indicate that adoption of technology cannot exclusively address the concerns of assuring patient data privacy. Alternatively, healthcare organizations ought to adopt a balanced approach to investing in knowledge-based decision making, people, processes, and technology.  
[bookmark: _Toc496557551]Financial Risks linked to Privacy in Healthcare Sector
Information security risks in the healthcare sector have adverse economic consequences for various stakeholders such as insurance firms, healthcare providers, and patients. For instance, General Accounting Office of US estimated that 10 percent of healthcare reimbursements by Medicare accounts are paid to fraudsters including fraudulent healthcare service providers and identity thieves (Lafferty 2007). However, various monitoring models have been developed to minimize fraudulent claims. At the national level, losses as a result of medical fraud are at least 3 percent of the budget which implies that approximately $80 billion of the healthcare expenditure could be lost through fraudulent means. The massive losses are mainly as a result of healthcare organizations fail to comply with patient data and information security. Information security technology has great potential in expanding healthcare anti-fraud frameworks. 
[bookmark: _Toc496557552]Regulatory Implication to Healthcare Practices 
	Legal regulations have significant implications for privacy and information security. Considerable research has focused on facilitation of confidentiality through policies and adoption of technology, medical research related risks, personal privacy and population safety tradeoffs and medical risks associated with data mining (Tsumoto et al. 2007). The authorities have also developed legal underpinnings to enhance patient privacy and patient-physician relationships. For instance, Rothstein et al. (2007) observe that many policies such as HIPAA are less friendly to medical privacy particularly in psychiatric treatment. The regulations give the discretionary interpretation to the physicians. With approximately 25 million disclosures made annually, there is need to make concerted efforts to provide privacy safeguards founded on informed information practices, and establishing a national healthcare data protection authority, and incorporation of industry-wide information security protection. 
[bookmark: _Toc496557553]Information Security Risk Management 
	Risks associated with patient information security arise as a result of information dissemination for uses other than the provision of care and have major consequences on their welfare and identity. Winkler (2004) observes that to protect patient privacy, healthcare organizations and other authorized parties must balance the usability of shared information and the privacy of the patients. The two significant risks are referred to as information loss and disclosure risk. Truta et al. (2004) propose several disclosure risk measures including weighted disclosure risk, maximal disclosure risk, and minimal disclosure risk. These rules can be used together with other methods adopted to control patient health information disclosure. The disclosure control methods can be applied in two ways including identifier removal method and micro-aggregation and sampling process. 
	Disclosure of patient information to researchers ought to be consistent with respect its statistical attributes to minimize information released. However, information loss from this type of risk measure depends on the potential usage of the disclosed information which is hard to speculate at the time of disclosure. For instance, some disclosure control methods could potentially change the multivariate covariance structure properties which could be useful in carrying out regression analyses. Controlling patient information security risks is a sophisticated process that requires substantial investments by the organization and enforcement of multipronged tactics. 
[bookmark: _Toc496557554]Conclusion 
	The growing technology adoption in information management in the American healthcare system present a sophisticated information network linking patient information to various stakeholders. The technology advances are likely to reduce healthcare cost, advance medical sciences, and healthcare provision quality. Nevertheless, the transformation increases the potential of privacy violations and information security risks as well as financial consequences. However, with concerted efforts in research and implementation of knowledge-based solutions, these challenges can be addressed adequately. Healthcare organizations can develop effective management policies and information security monitoring techniques while the government can enact friendly regulatory guidelines to streamline the sector’s ability to protect information. 
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